Why Network Designs

NDI provides IT solutions to
customers’ unique IT problems.

NDI provides the FASTEST TURN-
AROUND possible on complex IT
projects—NDI SUCCEEDS 100% of
the time.

NDI implements TESTED and RISK-
FREE emerging technologies quickly
and effectively to achieve increased
productivity and revenue for our
customers.

NDI principals provide management
oversight to ensure superior,
PERSONALIZED customer service.

NDI technical managers are
SEASONED and have INSIGHT into
the DoD & federal markets.

NDI technical staff not only are
industry CERTIFIED, but also have a
minimum of 3 years of HANDS-ON
EXPERIENCE in the IT industry.

NDI is an EXPERIENCED and
RELIABLE IT services provider
with 7 years of excellent past
performance to prove it.

Network Designs provides
wireless networking, networked
video surveillance, and network
security in support of Force
Protection Initiatives and home-
land security.

A small, women-owned business,
Network Designs holds GSA
Schedules, a Department of
Commerce GWAC COMMITS
contract, and multiple BPAs with
the Federal Aviation Administration
and with NAVFAC for IT services.

For more information, contact
Nancy Pierce, Director of
Business Development, at
703.268.0030 or visit
www.netdes.com.
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Data Security
With Law
Enforcement

Recently, information technology (IT)
professionals in government and private
sectors have become vigilant of internal and
external threats to the security of their
enterprise IT infrastructure. In response
to this heightened awareness, Network
Designs offers on-staff data security
professionals with law enforcement back-
grounds to provide enterprise network
assessment, detection, investigation, and

prevention.

System Assessment

Network Designs provides systems
security support leading to the creation of
a Security Certification and Authorization
Package, the formal deliverable required by
the Presidential Decision Directive (PDD)-
63. We offer the following services to clients
such as the Federal Aviation Administration
and the Nuclear Regulatory Commission.

I.  System Vulnerability & Risk Assessment
2. System Criticality Assessments

3. Asset ldentification, Valuation &
Annual Loss Expectancy

4. Risk Management Plan

Network Designs

ment professionals are

Risk Remediation Schedule

6. System Remediation & Countermeasure
Implementation

7. Certification & Authorization for Infor-
mation Systems Security Certification

Contingency & Disaster Recovery Plan

System Security Testing & Evaluation
Plan

10. System Security Plan

Incidence Response

Network Designs computer crime
investigators uncover and document
fraudulent computer network activity then
assist in the recovery of data loss. We
offer two types of responses to clients
experiencing incidences of computer
fraud.

Reaction Plan

We investigate and uncover computer crime
and assist in recovering data, recommending
alternative responses to the fraudulent
incident, based on results of the
investigation.

Prevention Plan

We assess and define critical assets; maxi-
mize assets; and minimize business
interruption using validated forensic
methods to protect, preserve, and
document the fraudulent Incident.

Computer Forensics

Network Designs professionals discover
computer or network activity that is
detrimental to business conduct. We
thoroughly investigate and document
fraudulent incidents and assist in the
recovery of losses.

I.  Assist time-critical investigations of
system intrusions, allegations of
misconduct, fraud, embezzlement, and
loss of competitive information

2. Apply state-of-the-art technology to
discover, secure, analyze, and report
information from computer systems,
networks, and other storage devices

3. Use validated forensic methods to
mitigate and recover business losses

4. Develop system and network response
plans

Investigative Training

Network Designs professionals have
conducted computer crime trainings at
Department of Defense, Federal Bureau of
Investigations, National Infrastructure
Protection Center, and Drug Enforcement
Administration. We offer courses on inci-
dent response for NT / 2000 and Sun Solaris;
forensic analysis; and network analysis.

Litigation
Network Designs professionals can
assist clients in the process of litigation.

I. Secure relevant evidence from
networks and systems

2. Serve as an expert witness

3. Supervise, observe, or conduct the
review of networks and systems of
opposing parties

4. Assist in “before-the-fact” review
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